
mation and Aadhaar card 

details and prevent the 

misuse of your personal 

information.  

I 
n today's digital age 

protecting your per-

sonal information is 

of utmost im-

portance. The bad actors 

are constantly on the 

lookout for ways to mis-

use your sensitive or per-

sonal data. The Aadhaar 

card is a crucial docu-

ment that is utilised by all 

of us for various aspects. 

It is considered your offi-

cial government-verified 

ID and is used for various 

purposes such as for veri-

fication purposes, KYC 

purposes, and even for 

financial transactions. 

Your Aadhaar card is 

used in so many ways 

such as flight tickets 

booked by travel agents, 

check-in in hotels, verifi-

cation at educational in-

stitutions and more. The 

bad actors can target and 

lure the victims by unau-

thorized access to your 

Aadhaar data and commit 

cyber frauds such as 

identity theft, unauthor-

ized access, and financial 

fraud. Hence it is signifi-

cantly important to pro-

tect your personal infor-

Fingerprint Cloning 

Cybercrooks have been 

exploiting the Aadhaar 

Enabled Payment System 

(AePS). These scams en-

tail cloning individuals' 

Aadhaar-linked biomet-

rics through silicon fin-

gerprints and unauthor-

ized biometric devices, 

subsequently siphoning 

money from their bank 

accounts. Fingerprint 

cloning also known as 

fingerprint spoofing is a 

technique or a method 

where an individual tries 

to replicate someone 

else's fingerprint for un-

authorized use. This is 

done for various reasons, 

including gaining unau-

thorized access to data, 

unlocking data or com-

mitting identity theft. The 

process of fingerprint 

cloning includes collec-

tion and creation.  
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Stay Safe 

Stay Alert!!! 

card is a different rendition 
of an Aadhaar card that is 
designed to amplify the pri-
vacy and security of an in-
dividual Aadhaar num-
ber.  In a masked Aadhaar 
card, the first eight digits of 
the twelve digits Aadhaar 
number are replaced by 
XXXX- XXXX and only the 
last four digits are visi-
ble.  This adds an addition-
al layer of protection to an 
individual Aadhaar’s num-
ber. To download a masked 
Aadhaar card you visit the 
government website of 
UIDAI and on the UIDAI 
homepage, you will see a 
"Download Aadhaar" op-
tion. Click on it.  In the 
next step, you will be re-
quired to enter your 12-
digit Aadhaar number along 
with the security code dis-
played on the screen.  After 
entering your Aadhaar 
number, click on the Send 
OTP. You will receive an 
OTP on your registered 
phone number. Enter the 
OTP received in the provid-
ed field and click on the 
“Submit” button.  You will 
be asked to select the for-
mat of your Aadhaar card, 
You can choose the masked 
Aadhaar card option. This 
will replace the first eight 
digits of your Aadhaar 
number with "XXXX-XXXX" 
on the downloaded Aadhaar 
card. Once the format is 
selected, click on the 
“Download Aadhaar” button 
and your masked Aadhaar 
card will be downloaded. So 
if any organisation requires 

Locking your biometrics : 
One way to save your 
Aadhaar card and prevent 
unauthorized access is by 
locking your biometrics. To 
lock & unlock your 
Aadhaar biometrics you 
can visit the official website 
of UIDAI or its official por-
tal. So go to UIDAI’s and 
select the “Lock/Unlock 
Biometrics” from the 
Aadhar service section. 
Then enter the 12-digit 
Aadhaar number and secu-
rity code and click on the 
OTP option.  An OTP will 
be sent to your registered 
mobile number with 
Aadhaar.  Once the OTP is 
received enter the OTP and 
click on the login button 
that will allow you to lock 
your biometrics.  Enter the 
4-digit security code men-
tioned on the screen and 
click on the “Enable” but-
ton. Your biometrics will be 
locked and you will have to 
unblock them in case you 
want to access them again. 
The official website of 
UIDAI  is  “https://
uidai.gov.in/” and there is 
a dedicated Aadhar help-
line 1947.  
Use masked Aadhaar 
Card: A masked Aadhaar 

your Aadhaar for verification 
you can share your masked 
Aadhar card which only 
shows the last 4 digits of 
your Aadhaar card number. 
Just the way you keep your 
bank details safe you should 
also keep your Aadhaar 
number secure otherwise 
people can misuse your iden-
tity and use it for fraud.  
Monitoring your bank ac-

count transactions: Regu-

larly monitor your bank ac-

count statements for any 

suspicious activity and you 

can also configure transac-

tion alerts with your bank 

account transactions. 

It is important to secure your 

Aadhaar card data effectively. 

The valuable security meas-

ure option of locking biomet-

rics provides an additional 

layer of security. It safe-

guards your identity from 

potential scammers. By lock-

ing your biometrics you can 

secure your biometric data 

and other personal infor-

mation preventing unauthor-

ized access and any misuse 

of your Aadhaar card data. In 

today's evolving digital land-

scape protecting your per-

sonal information is of ut-

most importance. The cyber 

hygiene practices, safety and 

security measures must be 

adopted by all of us hence 

establishing cyber peace and 

harmonizing cyberspace.   

Safety measures for the security of  your Aadhaar Card data 

https://uidai.gov.in/
https://uidai.gov.in/

